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ABSTRACT: The quick development of digital technology has altered how people communicate, interact, and
gain information; social media platforms are now an essential aspect of everyday life, particularly for young
people. Despite all of its benefits, social media has also led to the emergence of new criminal activity that puts
users especially young people at considerable risk. Investigating teenage awareness of several social media
crimes, such as identity theft, online financial fraud, cyberbullying, and disinformation, is the goal of this study.
Additionally, the study will look at how young people protect themselves online, how aware they are about laws
and reporting procedures, and what sources of information they use to learn about crimes. The findings of this
study will provide valuable insights into effectiveness of current awareness programs and highlights areas that
require improvement. By promoting digital safety and increasing awareness about cyber threats, this research
aims to contribute to the development of a safer virtual environment for all users, particularly youth, and inform
recommendations for improving cyber security education, reporting mechanisms and overall awareness of social
media crimes.
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I.INTRODUCTION

The rapid advancement of digital technology has transformed the way people communicate, interact, and
absorb information. Social media platforms like Facebook, Instagram, Twitter, WhatsApp, and Snapchat have
become an integral part of everyday life, particularly among youth. These platforms offer various benefits, such
as instant communication, access to global news, entertainment, and educational resources. However, along with
these advantages, social media has also given rise to new forms of crime that pose serious threats to users,
especially young individuals who are highly active on these platforms. Social media crimes include cyber bullying,
identity theft, online financial fraud, hacking, phishing, cyber stalking, online harassment, and misinformation.
Many youths engage with social media without being fully aware of these risks, making them vulnerable to
exploitation. Unlike traditional crimes, cybercrimes are often more challenging to detect and prevent because they
happen in a virtual space where criminals can remain anonymous. Many offenders take advantage of young users’
lack of awareness and cyber security knowledge to commit fraud, manipulate identities, or spread harmful content.

Another major issue is the lack of awareness about legal protections and reporting mechanisms. In India,
various laws have been implemented to combat cybercrimes, such as the Information Technology (IT) Act, 2000,
which provides legal guidelines for handling online offenses. The government has also established the National
Cyber Crime Reporting Portal (www.cybercrime.gov.in) and the Cyber Crime Helpline (1930) to assist victims
in reporting cybercrimes. However, many young users remain unaware of these provisions, which prevents them
from taking appropriate action when they encounter cyber threats. This research aims to evaluate the level of
awareness among youth about different types of social media crimes, the precautions they take to protect
themselves, and their knowledge of legal provisions and reporting mechanisms. It will also examine the sources
from which young individuals receive information about cybercrimes, such as educational institutions,
government campaigns, media, or personal experiences. By analyzing these factors, the study will provide insights
into the effectiveness of current awareness programs and highlight areas where improvements are needed.

In today’s digital world, where social media plays a crucial role in shaping opinions and interactions, it
is essential that young users are well-informed about the potential dangers they may face online. Increasing
awareness about cyber threats and promoting digital safety can help prevent crimes, protect personal information,
and create a safer virtual environment for everyone. Through this study, valuable recommendations can be made
to improve cyber security education, improve reporting mechanisms, and strengthen the overall awareness of
youth regarding social media crimes.

DOI: 10.35629/7722-140450107 www.ijhssi.org 1| Page


http://www.cybercrime.gov.in/

A Study on Youth Awareness of Crime in Social Media

1.Importance of youth awareness

Young people are some of the most active users of social media today. They use it not just for fun, but
also to learn new things, stay connected with friends, and express their thoughts and feelings. However, because
they spend so much time online, they are also more at risk of facing dangers on these platforms. Even though
many young people know how to use technology well, they often do not fully understand the dangers that come
with it.

That is why it is very important for young users to know about social media crimes. This knowledge
helps them understand what is safe and what is not safe to share online. For example, posting personal details like
their address, phone number, or school name can make it easier for cybercriminals to target them

Second, when young people know about common online crimes like identity theft, online scams, and
cyber bullying, they can protect themselves from becoming victims. In addition, awareness can help young people
take the right steps if something goes wrong. For example, if someone understands the signs of online abuse or
fraud, they are more likely to report it or ask for help. Knowing how to report a crime on a social media app,
where to get legal help, or how to contact cybercrime help lines (like India’s 1930 or the National Cyber Crime
Reporting Portal) can really help in such cases. Sadly, many studies show that most young people do not know
about these legal options or their rights.

Awareness is important because it helps prevent problems before they happen. If young people know
how to stay safe online like using strong passwords, turning on two-step verification, and not clicking on
suspicious links they can protect themselves from cybercrimes. To make sure more students learn these safety
tips, schools and colleges should include online safety programs, workshops, and awareness campaigns as part of
student life. Prevention is a major factor in the importance of awareness. Young people can prevent themselves
from becoming victims if they are aware of digital safety measures including creating strong passwords, turning
on two-step verification, and avoiding dubious links. To make sure that as many students as possible are aware of
this crucial information, educational initiatives, workshops, and campaigns regarding online safety should be
incorporated into school and college life.

2. Challenges in Reporting &Understanding Legal Rights

Young people face many problems when it comes to understanding and using their legal rights online.
One big issue is that laws like the Indian Penal Code and the Information Technology Act are written in
complicated language, which makes them hard for students or the general public to understand. Also, many
government websites and online reporting systems are not easy for young people to use. These sites may not work
well on mobile phones, may not be available in local languages, or may be too confusing to navigate. Another
problem is that most students are never taught how to spot online crimes, collect proof, or report these issues
properly. Most students are not taught how to spot online crimes, collect evidence, or report them properly.
Because of this, many young people choose to ignore the problem or just block the person causing trouble instead
of getting legal help. Some are also scared to report the issue, especially if the person bothering them is someone
they know, like a classmate. Slow responses from the police or unclear steps for reporting can make them feel
hopeless. Also, some youths don’t tell anyone because they’re afraid their parents will get angry or take away
their internet access. To solve these issues, it is important to teach young people both digital skills and knowledge
about their legal rights.

I1.RESEARCH OBJECTIVES
2.1 Objectives
e To assess the level of awareness among youth about various types of crime prevalent on social media
platforms.
e To explore the measures taken by youth to protect themselves from social media crimes.
e To identify the sources of information through which youth became aware of social media crime.
e To evaluate the level of awareness among youth about legal provisions related to social media crimes.

2.2 Research objective

1. What is the level of awareness among youth about different types of crimes on social media?

2. What measures do young individuals take to protect themselves from social media crimes?

3. What are the most common sources of information through which youth learn about social media crimes?

4. How aware are youth about the legal provisions related to cybercrimes, such as the IT Act, 2000?

5. Do young users know about official cybercrime reporting mechanisms like the National Cyber Crime
Reporting Portal and the Cyber Crime Helpline (1930)?
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IHI.METHODOLOGY
3.1 Materials and methods

The study looks at how aware young people are of crimes on social media using a quantitative research
method. A random sampling method was used to select 300 active social media users from different backgrounds.
Data was collected through a structured online survey with both closed-ended and Likert-scale questions to
understand their awareness, opinions, and concerns about crimes on social media. The survey was shared through
university mailing lists and various social media platforms and was kept open for three to four weeks to allow
more people to take part. After collecting the responses, basic statistical methods like frequency and percentage
analysis were used to study the data with the help of SPSS software.

IV.INDINGS
4.1 Demographic information
Out of 300 respondents, 54% (154 people) are male and 45.3% (136 people) are female. Their ages range from

18 to 60 years. Most of them (53.3%) are between 19 and 22 years old. About 27% are aged between 23 and
36, while the least respondents are from the 15 to 18 age group (8.3%).

4.2 Level of awareness about different types of cybercrime among youth

Ranks

Types of Social Media Mean Rank

Crimes Awareness
Cyber bullying 4.56
Online fraud / scams 4.28
Identity Theft 4.66
Hacking & data breaches 4.40
Cyber stalking / harassment 4.54
Fake news and information 4.26
online sexual exploitation 4.49
Phishing attacks 4.81

Table 1. Level of awareness

Phishing attacks are the most recognized crime, with the highest average value (4.81), followed by identity
theft (4.66) and cyberbullying (4.56). Cyberstalking/harassment (4.54) and online sexual exploitation (4.49)
are also quite well-known. However, awareness about online fraud/scams (4.28) and fake news (4.26).

Test Statistics
N 300
Chi-Square 73.221
Df 7
Asymp. Sig. .000

Table2. Friedman test

This test revealed a statically significant difference in the level of awareness about social media crime among
the youth ¥* (8) =73.221, p <0.001.
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4.3 Measures taken by youth to protect themselves from social media crime

Social Media Precautions Taken

Percent

using strong and  enabling two-  avoiding sharing  blocking and  being cautions other
unigues factor personal reporting privacy while clicking on
passwords authentications information onlinesettings on social unknown links
media

Social Media Precautions Taken
Table 3. Precaution measures

79% of the youth were take a precautions measure among the 62.7% of youth using a strong and unique

password, 18% of the youth were avoid sharing personal information in online, followed 17% of youth enable
two-factor authentication.

4.4 source of information through which youth become aware of social media crime

aware of social Mean
media crime

news websites/ TV 2.71
Social medla posts / 279

videos
Friends &amp;

family discussions 3.06
o ed_ucatlonal_ 306
institution / seminars
Personal experience 338

or victimization

Table 4. Source of information

Personal experience or being a victim (3.38) is the biggest way they become aware. Talking with friends and
family (3.06) and learning from schools or seminars (3.06) also play an important role. News websites/TV
(2.71) and social media posts/videos (2.79) have a smaller impact.
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4.5 level of awareness among youth about legal provision related to social media crime

Aware of Legal Provisions

Percent

Aware of Legal Provisions

Table 5. Awareness of legal provisions
77% of youth were aware of legal provision against social media crime. 66% of youth were aware of IT act,
22% of youth were aware of IPC section related to cyber-crime, followed by 10% of youth were aware of
protection of children from sexual offence.

1.6 Awareness of Cyber Crime Reporting Mechanism

Reporting mechanism Percentage
National cyber-crime reporting portal 80.7
Cyber-crime helpline (1903) 70.3

Table 6. Reporting mechanism

80.7% (242 responders) were aware of National cyber-crime reporting portal. Whereas, 70.3% (211
responders) were aware of cyber-crime helpline (1903).

V.DISCUSSIONS

The present study aimed to assess youth awareness of crimes on social media platforms, their protective actions,
sources of information, understanding of legal provisions, and familiarity with official cybercrime reporting
mechanisms.

The findings showed that most young people are aware of different types of crimes happening on social
media. The most recognized crimes were phishing attacks (4.81), identity theft (4.66), and cyberbullying (4.56).
However, awareness of fake news (4.26) and online fraud/scams (4.28) was a bit lower. The chi-square test result
(p <0.001) confirmed that there were real differences in how much youth knew about different crimes. This meets
the first objective by showing that while overall awareness is good, more efforts are needed to educate youth
specifically about fraud and misinformation.

The study shows that many young people take steps to protect themselves from social media crimes.
They use strong passwords, turn on two-factor authentication, and are careful about unknown contacts, showing
they are proactive about their security.

When it comes to how they learn about social media crimes, the study found that personal experiences
(mean rank 3.38) were the most common source, followed by talking to friends and family (3.06), and educational
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seminars (3.06). News websites, TV, and social media posts/videos were less important sources of information.
This shows that real-life experiences and discussions with others are more influential than passive media
consumption.

Regarding awareness of legal protections, 77% of respondents knew about the laws that protect them
online. Most were familiar with the IT Act (66%), while fewer knew about sections of the IPC (22%) or the
POCSO Act (10%). This shows some awareness, but deeper knowledge of specific laws is still lacking.

This study looked into how well young people understand crimes that happen on social media, which is
a growing problem in today’s digital world. Social media has become a big part of everyday life, especially for
young people, but it is also a place where different kinds of online crimes and misuse can happen. The main aim
of the study was to find out how much users know about these crimes, what safety steps they follow, whether they
are aware of legal protections, and where they get their information from about such issues. Since people in cities
and semi-urban areas usually have good internet access and use social media often, collecting data online helped
make sure the responses came from active users.

The results of the study show that most participants know that crimes can happen on social media. Many
of them were able to identify different online dangers like identity theft, scams, cyber bullying, phishing,
harassment, and the spread of fake news. This awareness may come from regularly seeing online content, hearing
about viral news, and learning from friends’ experiences or facing risky situations themselves. These results match
earlier studies, which say that the younger people use digital platforms; the more there were exposed to online
risks (Kumar & Sharma, 2021; Thomas et al., 2020). While previous research has often shown that young people
are vulnerable to cybercrimes, this study supports that by showing that users are aware of these risks. However,
knowing about the risks does not necessarily mean they are prepared to deal with them.

One of the most critical issues revealed in this study is the gap between knowing about cybercrimes and
knowing how to legally respond or report them. While most participants were aware of online crimes, many did
not know what to do legally or where to seek help. This lack of understanding about laws and reporting systems
shows a concerning gap in cyber legal knowledge (Desai, 2018). Because of the lack of legal knowledge, many
people may not know what to do if they or someone they know becomes a victim of cybercrime. Even though
they are active online, they

remain at risk if they do not know where to report the crime or what their legal rights are. This is
particularly worrying as cybercrimes are becoming more complex and harder to spot.

The study also found that many participants are trying to follow basic online safety tips. These include
creating strong passwords, avoiding suspicious links, and setting privacy controls on their profiles. This shows
that people are becoming more aware of their digital responsibilities, likely due to advice from friends, reminders
in apps, or general media messages. However, these precautions often are not enough when it comes to targeted
scams or complex cyber-attacks, which require legal help. Another important finding is the use of social media as
a source of information. Participants said that the platforms where cybercrimes happen are the main place, they
get information about them. While this can quickly spread awareness, it also allows for the sharing of false or
incomplete information. So, relying only on social media for advice may not always provide accurate or reliable
guidance on how to handle these crimes.

In conclusion, this study highlights a few important points. First, young users are aware of different types
of cybercrime and are taking steps to protect themselves. Second, even with this awareness, many still lack the
legal knowledge and confidence to deal with cybercrimes properly. Third, the current sources of information
mainly social media are not enough to provide users with clear legal knowledge and practical steps to take. These
findings highlight the urgent need for cyber safety education programs, especially for students, young
professionals, and frequent social media users. Schools, universities, and digital platforms need to actively teach
users about their legal rights, online ethics, and how to report crimes, along with general online safety. By bridging
the gap between awareness and legal knowledge, users will be better prepared to deal with social media crimes

VI.RECOMMENDATIONS

1. Cyber safety education in school

Schools should introduce programs to teach students about the risks of social media crimes like identity theft,
scams, and cyberbullying, helping them understand how to stay safe online.

2. Increase legal awareness

Young people should learn about their legal rights on the internet and how to recognize and report cybercrimes.
Workshops or online resources should be available to help them understand internet laws.

3. Encourages trustworthy information resources

Social media platforms should work with reliable organizations to provide accurate, up-to-date information about
online safety and crimes, helping to raise awareness and reduce the spread of false information.
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4. Future research and community outreach

Future research should include people from rural or less represented areas to understand how awareness levels
might differ in these communities. Outreach programs should be designed to address the specific needs of these
groups.

VII.CONCLUSION

The study shows that young people are taking steps to protect themselves and generally understand the
risks of social media. While they know basic safety, measures like using strong passwords and enabling two-
factor authentication, their awareness of social media crimes is mainly shaped by their personal experiences and
conversations with friends and family. Even though they are familiar with some legal protections, the study
indicates that they have limited knowledge of specific laws and more complicated cybercrime issues.

Young people are also aware of where to seek help, as shown by their good knowledge of reporting
channels like the Cyber Crime Helpline and the National Cyber Crime Reporting Portal. However, the study
highlights the need for stronger education to improve their understanding of scams, fake news, legal rules, and
better ways to report crimes.

In conclusion, while young people are taking steps to protect themselves and generally know the risks of
social media, there is room for improvement in how they handle new cyber threats. Ongoing education and
awareness campaigns can provide them with the tools they need to safely navigate the digital world.
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