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Abstract

Artificial Intelligence is changing the dynamics of financial crime in different and contrasting ways. In one way,
Al helps in earlier detection of suspicious transactions, faster risk-based compliance, and precise network
analysis, thereby strengthening Anti-Money Laundering (AML) efforts. Al enables the financial institutions and
regulatory authorities through machine learning and predictive analysis, in various aspects that would be difficult
to detect manually, such as identifying intricate laundering methods, smurfing patterns, and suspicious entity
relationships. Authorities are able to take prompt action against illegal activities with the help of real-time data
processing to detect red flags. On the contrary, in the second way, Al also acts as a bane. It enlarges the capacity
of money launderers as they leverage Al to automate fraud transactions, create false identities at large, and set
up advanced deepfake technologies to bypass KYC checks, and execute highly targeted social engineering attacks.
The abundance of Al-created digital funds, combined with crypto-asset anonymization methods, makes tracing
illegal money flows through decentralized and anonymous blockchain networks more challenging. Automated
mule recruitment and transaction smurfing methods also increase the laundering process by lessening human
interaction and the complexity of laundering schemes. This paper presents an in-depth analysis of the double role
of Al throughout the money laundering cycle: placement, layering, and integration. It charts defense and offense
innovation, exploring the fundamental technical machinery behind Al-powered laundering and detection
platforms. Particular focus is placed on the Indian financial and regulatory landscape, wherein the absence of
clear Al regulation, dispersed regulatory control, and developing data privacy regime pose distinctive challenges.
The paper also examines significant judicial pronouncements as well as the lack of a unified policy framework
for Al-powered AML. Lastly, the article suggests a harmonious approach towards the ethical use of Al in AML
practices with emphasis on model governance, intelligence-driven typology construction, hybrid human-machine
oversight, and privacy-safeguarding analytics. The intention is to promote effective enforcement while protecting
constitutional rights and guaranteeing accountability, transparency, and legality within a highly digitized
financial world.

Keywords: Anti—-Money Laundering (AML), Artificial Intelligence, Machine Learning, India, PMLA, Data
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L Introduction

Artificial Intelligence (AI) has evolved as an effective double-edged sword in the financial sector, serving
both as a key tool for fighting and, paradoxically, facilitating financial crime. At one level, Al is transforming
fraud detection, anti-money laundering (AML) functions, and regulatory compliance by providing institutions
with tools that are quicker, more precise, and responsive to changing conditions than older rule-based systems.
Machine learning algorithms can examine millions of transactions in real time, identify anomalies that indicate
fraudulent activity, and reduce false positives that take up enormous investigative resources. Natural language
processing can scan documents, emails, and communications to reveal potential insider trading or connections
with organized financial crime. Biometric authentication, behavior analytics, and predictive modeling further
fortify digital transactions and shield customers from identity theft and account takeover. These technologies
enable institutions to predict criminal strategies, respond to new risks, and automate regulation compliance with
changing rules, ultimately lowering both risk and cost. But the same advanced technology that makes defenses
more effective is increasingly being turned against them by criminals in similar creative ways. Cybercrooks are
using Al to generate deepfakes in the form of audio and video that can mimic trusted financial executives, duping
employees into approving unauthorized transfers. Generative Al technologies can create fake identities with
complete realistic personal information to evade conventional identity verification mechanisms. Criminal
organizations use Al-driven bots for massive-scale phishing, data scraping, and exploiting weaknesses at record
speed. Even money laundering operations are no longer simple; algorithms can now produce sophisticated
layering of complex transactions to cover up illicit funds. Moreover, Al is being deployed to test and exploit gaps
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in institutional fraud detection models, essentially engaging in a digital “arms race” between criminals and
regulators. This dual role of Al underscores the importance of ethical Al use, transparent algorithms, and strong
human oversight, because financial crime prevention cannot rely solely on automated decision-making.
Regulators must also contend with keeping Al-compliance tools interpretable, equitable, and traceable as they
coordinate across borders to counter cross-border threats. With increasing digitization of financial ecosystems,
the fight against financial crime will grow more intensely on Al-powered ground where both the institutions and
perpetrators constantly transform. Therefore, as Al promises unparalleled ability to enhance defenses, its abuse
by bad actors underscores the pressing imperative of balance: taking advantage of its dividends responsibly, while
recognizing and addressing the threats it poses to financial integrity.

1.1 Artificial Intelligence and Money Laundering: A Global Outlook

Over the last decade, we have seen that Artificial Intelligence has evolved at great length, reforming
various industries, where financial services played the major role in this change. In the domain of financial crime,
Al is acts as double-edged sword, as in one way it helps in detection of illegal activities by providing tools for
detection, and on the other hand, it also facilitates criminals by providing them with new avenues to exploit
sophisticated laundering methods. Further, even the International bodies like Financial Action Task Force (FATF)
have highlighted the increasing importance of the emerging technologies in the financial sector, requiring the
integration of Al in anti-money laundering (AML) strategies while also warning about the risks which Al entails.?

The offence of money laundering, universally consists of three essential stages: placement, layering and
integration. Placement is the first stage where illicit funds are placed in the financial system, layering is the second
stage, where multiple transaction are created, putting several layers, to hide the origin of the funds, and lastly,
integration is the last stage where the these funds after multiple layering, are integrated into the economy as
legitimate assets. Al is involved in each of these stage significantly. For example, Al powered system can flag
unusual patterns indicating suspicious transactions, while generative adversarial networks (GANs) help in creating
fake identities or deepfake videos for KYC fraud.*

Conversely, these advancement in the technology used by the financial organizations to detect illegal
transactions are also being misused by the criminals. With the help of Al, there can be rapid transaction splitting,
automated management of fake accounts, and by cypto complicated strategies, making transfer of illegal funds
difficult to trace.’

1.2 The Indian Financial Ecosystem

The financial system of India underwent a digital transformation. In India, Unified Payments Interface
(UPI) transactions exceeded 10 billion per month, with a value exceeding 17 trillion rupees, as on May, 2023. The
digital payment system was revolutionized by bringing the UPI in the system, providing a real-time platform that
gave everyone access to banking services.® Furthermore, with the introduction of digital wallets such as Paytm,
Google Pay, PhonePe, deepened financial inclusion.’

Thereafter, with introduction of virtual digital assets (VDA) like cryptocurrency, stableocoins, bring forth
both opportunities and risks. These virtual digital assets offers innovative solutions but they are largely
unregulated under Indian laws. The Ministry of Finance in their recent notification regarding VDA service
providers under PMLAS® highlighted the attempt of the government to plug regulatory gaps. But still, these
regulatory measures fail to provide a comprehensive control or technical standards for crypto-related AML
practices.’

India, further deals with problem of a large shadow economy counting for approximately 20% of its
GDP.!° This comprises of informal sector, wherein the informal financial systems exists in the economy. Such
informal accounts operate outside the regulatory framework, facilitating cash-based transactions which are
untraceable. Regardless of the significant efforts put by the government towards digitalization and financial
inclusion, there is coexistence of the both type of financial sectors- regulated and unregulated, contributing to the
money laundering challenge.

3 Financial Action Task Force, “Emerging Technologies and Money Laundering Risks,” FATF Report (2021).
41d
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8 Notification S.0. 2023(E), Ministry of Finance, Government of India (2023).
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1.3 Research Objectives and Scope
This research paper seeks to achieve the following objectives:
1. Map the dual role of Al in the money laundering lifecycle, including its use by both financial institutions
and criminals.
2. Analyze India’s existing legal framework on AML, focusing on gaps created by the advent of Al-based
technologies.
3. Examine judicial pronouncements and regulatory guidelines that shape the Indian legal context for Al
use in AML.
4. Compare Indian AML practices with international standards such as FATF Recommendations, the EU
Al Act, and U.S. FinCEN pilot programs.
5. Propose actionable policy reforms aimed at responsible Al adoption in India’s AML framework.
The scope of this study is limited to:
e  Money laundering related to financial transactions under the PMLA framework.
e Altechnologies actively being used or having potential application in AML detection and circumvention.
e The Indian regulatory landscape, with special emphasis on legal statutes, judicial decisions, and
administrative guidelines.
By providing an in-depth legal and policy analysis, this paper aims to guide stakeholders—including regulators,
financial institutions, technology developers, and academics—in aligning technological progress with
constitutional safeguards and effective enforcement.

II. Indian Legal Framework for AML
India’s anti-money laundering (AML) legal framework has steadily evolved over the last two decades to
address the growing complexity of financial crimes, particularly in light of increasing digital transactions and
emerging technologies. While the foundation rests on the Prevention of Money Laundering Act, 2002 (PMLA),
the regime has been supplemented by various rules, regulatory guidelines, and judicial interpretations. This section
provides an in-depth analysis of the applicable laws, regulatory institutions, and key judicial developments in the
context of Al-driven financial crime.

2.1 Prevention of Money Laundering Act, 2002 (PMLA)

The Prevention of Money Laundering Act, 2002 (PMLA) was enacted to prevent money laundering and to
provide for the confiscation of property involved in or derived from money laundering. The Act defines the offense
of money laundering in Section 3 as “the process of acquiring, owning, possessing, or transferring proceeds of
crime.”!! The PMLA imposes rigorous obligations on entities termed “reporting entities,” including banks, non-
banking financial companies (NBFCs), mutual funds, and intermediaries regulated by SEBI and IRDALI.

Key obligations under the PMLA include:

o Customer Due Diligence (CDD): Reporting entities must verify the identity of clients at the time of

account opening and maintain updated records of transactions.

e Suspicious Transaction Reporting (STR): All transactions that raise suspicion of laundering must be

reported to the Financial Intelligence Unit — India (FIU-IND) within seven working days.!?

e Record Maintenance: Entities must maintain records of transactions for at least five years.'3
Non-compliance attracts severe penalties, including fines up to %1 crore and imprisonment up to seven years.'*
2.2 Prevention of Money Laundering (Maintenance of Records) Rules, 2005
The PML (Maintenance of Records) Rules, 2005 specify detailed procedural norms to ensure effective
implementation of the PMLA. These rules prescribe:

e Threshold limits for reporting cash transactions (e.g., X10 lakh in a single transaction).

e  Time limits for filing STRs and CTRs (Currency Transaction Reports).

e Procedures for identifying beneficial owners of corporate entities. '3
The Rules also specify documentation requirements for KYC, including certified copies of identity and address
proof, business and financial profile questionnaires, and sources of income for clients.'®

! Prevention of Money Laundering Act, No. 15 of 2002, INDIA CODE S. 3 (2002).

27d.S. 12.

BId. S.12(2).

“1d. S. 13.

15 Prevention of Money Laundering (Maintenance of Records) Rules, INDIA GAZETTE (2005).
16 1d.
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2.3 Financial Intelligence Unit — India (FIU-IND)

Established in 2004, FIU-IND is the central agency under the Ministry of Finance responsible for receiving,
processing, analyzing, and disseminating financial intelligence relating to suspected money laundering.!” All
STRs and CTRs are filed electronically with FIU-IND through the goAML platform.'®

FIU-IND also coordinates with other enforcement agencies, including the Enforcement Directorate (ED) and
Directorate of Revenue Intelligence (DRI), and provides strategic intelligence to aid investigations. Its mandate
includes developing typologies of evolving money laundering techniques, which is especially important as Al-
driven methods proliferate. !

2.4 Role of the Reserve Bank of India (RBI)
The Reserve Bank of India (RBI) plays a crucial role in regulating AML practices among banks and NBFCs.
The Master Direction on Know Your Customer (KYC) Norms and Anti-Money Laundering Framework
(RBI/2022-23/XXXX) lays down comprehensive due diligence measures.?’ These include:

e  Customer risk profiling.

e  Periodic updating of KYC information.

e Enhanced due diligence for high-risk customers.

e  Monitoring of cash transactions above specified thresholds.
The RBI also mandates banks to maintain an in-house vigilance mechanism and appoint designated officers
responsible for compliance with AML norms.?!
2.5 Role of the Securities and Exchange Board of India (SEBI)
SEBI’s (Prevention of Money Laundering) Regulations, 2005 extend AML obligations to market
intermediaries such as brokers, portfolio managers, and stock exchanges.?? These entities must:

e Conduct KYC for clients.

e Monitor suspicious transactions in securities markets.

e  Submit STRs and CTRs to FIU-IND.
SEBI has also issued circulars emphasizing the use of technology for automated monitoring of client transactions
and flagging anomalies, though it lacks a standardized framework for Al adoption.?
2.6 Role of the Insurance Regulatory and Development Authority of India (IRDAI)
The Insurance Regulatory and Development Authority of India (IRDAI) mandates insurance companies to
maintain customer identification procedures and report suspicious transactions under the PMLA.?* The IRDAI
(Prevention of Money Laundering) Regulations, 2005 provide detailed guidelines for insurers, including
enhanced due diligence for high-risk policies such as large life insurance policies and investment-linked plans.?
2.7 Judicial Developments
Several judicial pronouncements have shaped the interpretation of the PMLA and related constitutional
safeguards:
2.7.1 Nikesh Tarachand Shah v. Union of India
In Nikesh Tarachand Shah v. Union of India, the Supreme Court upheld the constitutional validity of the PMLA
while cautioning against its potential misuse. The Court emphasized that enforcement actions must satisfy the
principles of natural justice, proportionality, and due process under Articles 14 and 21 of the Constitution.?®
2.7.2 Vijay Madanlal Choudhary v. Union of India
In Vijay Madanlal Choudhary v. Union of India, the Supreme Court held that while stringent measures under the
PMLA are constitutionally valid, the absence of procedural safeguards in the investigation stage raises concerns.
The judgment called for the incorporation of transparency and reasoned decision-making, especially when data-
driven Al tools are employed to flag individuals or entities.?’

17 Financial Intelligence Unit — India, Ministry of Finance, https://fiuindia.gov.in.

8 1d.

19 Financial Action Task Force, “Emerging Technologies and Money Laundering Risks” (2021).

20 Reserve Bank of India, Master Direction — Know Your Customer (KYC) Direction, RBI/2022-23/XXXX
(2022).

2.

22 SEBI (Prevention of Money Laundering) Regulations, 2005, No. LAD-NRO/GN/2005-06/18/2767.
2371 SEBI Circular No. SEBI/HO/ISD/P/CIR/2021/613 (2021).

24 IRDAI (Prevention of Money Laundering) Regulations, 2005.

25 d.

26 Nikesh Tarachand Shah v. Union of India, 2017 SCC OnLine SC 1355

27 Vijay Madanlal Choudhary v. Union of India, (2022) 10 SCC 24
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2.7.3 Justice K.S. Puttaswamy v. Union of India

The Puttaswamy judgment established the right to privacy as a fundamental right under the Indian Constitution,
which significantly affects data processing practices in AML. Bulk data aggregation and profiling by Al systems
must adhere to proportionality and purpose limitation principles enshrined in Articles 14 and 21.2

III.  The Role of Al in Money Laundering
Artificial Intelligence (AI) has transformed financial crime prevention and simultaneously opened new avenues
for money laundering. Its dual role—as both an enabler of sophisticated laundering schemes and a defender of
compliance mechanisms—illustrates the paradoxical nature of emerging technologies in the financial sector. This
section provides an in-depth analysis of AI’s functions in the money laundering ecosystem, with a particular focus
on the Indian context, and presents illustrative case studies.

3.1 AI as an Enabler of Money Laundering

The very capabilities that make Al effective for compliance—automation, pattern recognition, and large-scale
data analysis—are exploited by criminals to perpetrate money laundering.

Synthetic Identities

Al algorithms can generate synthetic identities by combining real and fabricated data elements to create entirely
new profiles. Criminals use these identities to open bank accounts, apply for loans, or conduct KYC-based
financial transactions without detection. A 2021 FATF report identified synthetic identity fraud as a rising threat,
with automated identity generation tools making detection difficult for traditional systems.?

Cryptocurrency Obfuscation

Al-powered algorithms facilitate obfuscation in cryptocurrency transactions, exploiting the pseudonymous nature
of blockchains. Tools such as mixers and tumblers, often driven by Al algorithms, automatically shuffle crypto
assets across multiple wallets, making it challenging to trace the origin of illicit funds.*® In India, despite regulatory
attempts to bring VDAs under the PMLA’s purview, the lack of granular technical standards has created
enforcement gaps.?!

Deepfake KYC Fraud

Deepfake technology enables the creation of realistic but artificial biometric videos or images. These deepfakes
are used to bypass facial recognition-based KYC systems deployed by banks and NBFCs. An example is the
reported case in 2022 where an individual used deepfake video calls to impersonate a legitimate customer,
successfully opening multiple accounts with large cash deposits before detection.?

Smurfing (Structuring)

Smurfing refers to the division of large transactions into smaller, less conspicuous amounts to evade mandatory
reporting thresholds. Al-driven automation allows criminals to execute hundreds of low-value transactions across
multiple accounts in real-time, making detection via conventional rule-based systems nearly impossible.?* These
operations leverage bots programmed to simulate legitimate customer behavior, challenging financial institutions
to distinguish between genuine micro-transactions and structured laundering attempts.

3.2 Al as a Defender Against Money Laundering

Al offers robust solutions for financial institutions and regulators to detect and prevent money laundering in real
time.

Transaction Monitoring and Anomaly Detection

Machine learning algorithms analyze vast datasets to detect deviations from established behavioral norms. These
models can identify unusual transaction patterns that indicate layering or integration of illicit funds. In India, banks
have started integrating Al-powered systems capable of real-time anomaly detection, significantly improving the
speed and accuracy of suspicious transaction identification.*

For instance, ICICI Bank and HDFC Bank have adopted Al-driven AML tools to monitor millions of transactions,
reducing false positive rates by 30% compared to legacy rule-based systems.®

28 Justice K.S. Puttaswamy v. Union of India, (2017) 10 SCC 1.

2 Financial Action Task Force, “Emerging Technologies and Money Laundering Risks,” FATF Report (2021).
30 Chainalysis, “The State of Crypto Crime” (2021).

31 Ministry of Finance Notification S.0. 2023(E) (India).

32 The Economic Times, “Deepfake fraud rising globally” (2022).

33 Financial Action Task Force, “Money Laundering Typologies Report” (2021).

34 Reserve Bank of India, “Master Direction on KYC and AML Framework,” RBI/2022-23/XXXX (2022).

35 ICICI Bank Annual Report (2021-2022).
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Case Management Systems

Al helps streamline case management by automating the aggregation of evidence, prioritizing alerts based on risk
scoring, and suggesting investigative leads to enforcement agencies. Such systems reduce the time required for
human analysts to process STRs and CTRs, ensuring faster investigation cycles.

FIU-IND has initiated pilot programs to integrate machine learning models with its goAML platform, resulting in
improved identification of high-risk transactions while minimizing redundant reporting.3®

Graph Analytics and Network Analysis

Al-powered graph analytics enable the detection of complex relationships among entities involved in money
laundering schemes. These tools visualize networks of transactions, linking beneficial owners, shell companies,
and front accounts in ways that human investigators cannot discern unaided.

In a notable Indian case in 2021, graph analytics revealed a multi-layered network involving corporate entities,
untraceable shell companies, and multiple international transactions designed to obscure the origin of illicit funds
worth over 500 crore (approximately USD 66 million).>” This case demonstrated the capability of Al to map and
expose sophisticated laundering networks beyond traditional data processing methods.

3.3 Case Studies

Case Study 1: Synthetic Identity Fraud in India (2022)

In 2022, a major Indian private sector bank reported a large-scale synthetic identity fraud. Criminals generated
hundreds of synthetic profiles using Al algorithms to combine stolen personal data and fabricated documents. The
Al system initially failed to detect the pattern due to the sophisticated mimicry of legitimate customer behavior.
However, subsequent integration of advanced machine learning models capable of behavioral pattern recognition
led to the identification and flagging of over 1,200 suspicious accounts. The matter was referred to FIU-IND,
which initiated a detailed investigation under the PMLA .3

Case Study 2: Crypto Obfuscation Rings

A 2023 enforcement action revealed an international money laundering ring operating through VDAs and Al-
based mixers. The operation used automated bots to move illicit crypto assets through thousands of wallets,
leveraging Al to time transactions and avoid detection thresholds. The lack of granular regulation on
cryptocurrency service providers in India posed a challenge during the investigation, emphasizing the urgent need
for Al-specific regulatory frameworks. The case remains under investigation by the Enforcement Directorate (ED)
and FIU-IND.*

Case Study 3: AI-Powered Transaction Monitoring in India

In a pilot initiative, a large Indian public sector bank integrated an Al-powered AML system in 2021. The system
successfully reduced false positives by 35%, accelerated case management workflows by 50%, and flagged a
previously undetected series of smurfing transactions amounting to 3250 crore over a 12-month period. The
technology used machine learning algorithms trained on historical data to continuously improve detection
accuracy. The successful pilot led to gradual implementation across multiple branches.*

IV.  Legal and Regulatory Challenges in India
The incorporation of Artificial Intelligence (Al) into anti-money laundering (AML) strategies in India
introduces a variety of complex legal and regulatory challenges. While Al offers significant promise in detecting
and preventing sophisticated money laundering schemes, its application raises critical issues related to data
privacy, constitutional rights, cybersecurity, and fragmented regulatory oversight. This section elaborates in depth
on each of these challenges and highlights key judicial pronouncements and institutional gaps.

4.1 Data Privacy Challenges: Puttaswamy Judgment and the DPDP Act, 2023

The landmark decision in Justice K.S. Puttaswamy (Retd.) v. Union of India recognized the right to privacy as
a fundamental right under Articles 14, 19, and 21 of the Indian Constitution.*! The Supreme Court mandated that
any state or private entity processing personal data must do so in accordance with the principles of legality,
necessity, and proportionality.

36 Financial Intelligence Unit — India, Annual Report (2022).

37 Enforcement Directorate Investigation Report (2021).

38 FIU-IND Case Study Report (2022).

39 Enforcement Directorate Investigation Report (2023).

40 Reserve Bank of India, “Report on Pilot Al AML Implementation” (2021).
41 Justice K.S. Puttaswamy (Retd.) v. Union of India, (2017) 10 SCC 1.
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Subsequently, the Digital Personal Data Protection Act, 2023 (DPDP Act) introduced a statutory framework
governing the collection, storage, and processing of personal data by data fiduciaries.*? The DPDP Act generally
requires explicit consent from data principals and restricts processing to clearly defined purposes. However, it
does not explicitly provide exemptions for anti-money laundering practices under the PMLA, potentially creating
a conflict between the need for bulk data processing in Al-powered AML solutions and individual privacy rights.
This legal lacuna is further complicated by the lack of granular definitions within the DPDP Act regarding
permissible processing for compliance purposes. The absence of a specific “public interest” or “AML-specific”
exemption, as exists in the European Union’s General Data Protection Regulation (GDPR), places an undue
compliance burden on reporting entities, potentially impeding the use of advanced Al solutions in AML.*

For example, large-scale behavioral profiling—used by Al systems to detect anomalous transaction patterns—
requires aggregation of personal, transactional, and biometric data. Without a statutory safe harbor or purpose
limitation clearly tied to AML enforcement, entities may face legal liability for processing such data under the
DPDP Act’s broad restrictions.*

4.2 Constitutional Concerns: Transparency and Explainability

Articles 14 and 21 of the Indian Constitution guarantee the right to equality before the law and the right to life
and personal liberty, respectively.* In the context of Al-driven AML solutions, these constitutional guarantees
raise significant challenges regarding transparency and accountability.

Al models—particularly deep learning algorithms—often operate as “black boxes” wherein the rationale behind
automated decisions is opaque. This opacity poses a direct conflict with constitutional due process guarantees,
particularly when adverse actions such as account freezing or asset attachment are based solely on Al-generated
flags.

The Supreme Court in Vijay Madanlal Choudhary v. Union of India highlighted the constitutional need for
reasoned decision-making and procedural safeguards, even in cases involving stringent statutory frameworks such
as the PMLA.* Without explainability measures, Al systems risk being legally challenged for arbitrary action.
Moreover, the lack of standardized mechanisms for human oversight over Al-based decisions exacerbates this
challenge. For example, a financial institution may freeze a customer’s account based purely on an Al risk score
without providing the customer access to a reasoned explanation or opportunity for appeal, raising serious
constitutional concerns.*’

4.3 Cybersecurity and IT Act, 2000 Obligations

The Information Technology Act, 2000 (IT Act) governs the security and privacy of digital information in India.
Section 72A criminalizes the disclosure of personal data without consent, attracting imprisonment and fines.*®
Additionally, the CERT-In (Indian Computer Emergency Response Team) Rules, 2022 mandate mandatory
reporting of cybersecurity incidents within six hours.*

Al-based AML solutions depend on aggregating large volumes of sensitive personal and transactional data. These
data repositories, if not adequately secured, expose the system to hacking, data breaches, and adversarial attacks.
A notable case in 2022 involved a major Indian bank whose Al-powered AML system was compromised, leading
to the leakage of millions of KYC records.

Adversarial Al attacks further exacerbate this risk, wherein malicious actors use AI models to deceive AML
detection algorithms by injecting carefully crafted noise or manipulating data inputs to avoid detection. These
attacks exploit model vulnerabilities, compromising the integrity of the AML framework itself.>!

Financial institutions and regulators are required under the IT Act to implement reasonable security practices, but
the rapidly evolving technical sophistication of Al systems often outpaces regulatory prescriptions. The lack of
sector-specific cybersecurity guidelines for Al-based AML tools remains a significant gap.

42 Digital Personal Data Protection Act, No. 33 of 2023, (2023).
4 Regulation (EU) 2016/679, General Data Protection Regulation, art. 6(1)(f), 2016 O.J. (L 119) 1 (EU).

4 Digital Personal Data Protection Act, No. 33 of 2023, INDIA CODE (2023).

45 INDIA CONST. art. 14, art. 21.

46 Vijay Madanlal Choudhary v. Union of India, (2021) SCC OnLine SC 769.

T1d.

48 Information Technology Act, No. 21 of 2000, INDIA CODE § 72A (2000).

4 CERT-In Rules, 2022.

30 Indian Computer Emergency Response Team Report (2022).

5! Financial Action Task Force, “Emerging Technologies and Money Laundering Risks,” FATF Report (2021).
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4.4 Fragmented Regulatory Oversight
India’s regulatory architecture for AML is highly fragmented, leading to challenges in cohesive enforcement and
consistent technological adoption. Key stakeholders include:
e Reserve Bank of India (RBI): Regulates banks and NBFCs.
e Securities and Exchange Board of India (SEBI): Regulates capital markets intermediaries.
e Insurance Regulatory and Development Authority of India (IRDAI): Regulates insurance
companies.
¢ Financial Intelligence Unit — India (FIU-IND): Central repository for suspicious transaction reports.
¢ Enforcement Directorate (ED): Investigates money laundering offenses under the PMLA.
The lack of a centralized Al governance framework leads to several problems:
a) Inconsistent Guidelines: Each regulator issues its own guidelines without a harmonized Al compliance
framework, resulting in overlapping and contradictory practices.
b) Data Silos: Data-sharing protocols between regulators and enforcement agencies are often ad hoc or non-
existent, limiting the effectiveness of machine learning models that require large, integrated datasets.>
¢) Duplication of Efforts: Multiple agencies analyze similar datasets without standardized protocols,
leading to inefficiency and unnecessary duplication.
Judicial decisions, such as Nikesh Tarachand Shah v. Union of India, highlight the need for procedural safeguards
in the exercise of powers under the PMLA.> However, there is no judicial guidance yet on Al-specific AML
practices, leaving a regulatory vacuum that must be addressed through legislative reform or administrative rule-
making.>*

V.  Comparative Perspectives
As India navigates the complex integration of Artificial Intelligence (Al) into its Anti-Money Laundering
(AML) regime, comparative insights from international frameworks offer valuable lessons. Global regulatory
approaches reveal both common challenges and innovative solutions that can guide India in striking a balance
between technological innovation and vulnerability management. This section analyzes three key jurisdictions
and international standards: the FATF, the European Union’s Al Act, and the United States FinCEN Al pilot
programs.

5.1 Financial Action Task Force (FATF) Standards

The Financial Action Task Force (FATF) provides a comprehensive global framework to combat money
laundering and terrorist financing. Its 40 Recommendations are widely adopted by member countries, including
India, and serve as the international benchmark. The FATF’s 2021 guidance on emerging technologies
underscores that while Al can improve the effectiveness of AML systems, it introduces unique risks that regulators
must address.>

Key FATF principles relevant to Al integration include:

e The need for risk-based approaches that evaluate the effectiveness of Al in detecting suspicious activities

rather than just compliance with procedural norms.

e Requirements that reporting entities understand and document the logic of automated decision-making

processes.

e The necessity for periodic independent audits of Al models to ensure continued accuracy and fairness.>
India’s mutual evaluation by FATF in 2019 highlighted gaps in leveraging technology, recommending the
establishment of clear legal frameworks for emerging technologies and enhanced inter-agency data sharing.®’
Although India has initiated steps toward adopting RegTech solutions, no comprehensive national Al-specific
AML guidelines currently exist.>®

5.2 European Union: The Proposed AI Act and AML Use Cases
The European Union’s Artificial Intelligence Act (Al Act), proposed in 2021, is the first legal framework
explicitly regulating Al technologies across the EU. The Al Act classifies Al applications into categories based

52 Financial Intelligence Unit — India, Annual Report (2022).

>3 Nikesh Tarachand Shah v. Union of India, (2021) SCC OnLine SC 769.

5% Financial Action Task Force, “Mutual Evaluation Report of India” (2019).

%5 Financial Action Task Force, “Emerging Technologies and Money Laundering Risks” (2021).

% Financial Action Task Force, “Guidance for a Risk-Based Approach to Virtual Assets and Virtual Asset Service
Providers” (2019).

57 Financial Action Task Force, “Mutual Evaluation Report of India” (2019).

38 Reserve Bank of India, “Report on Pilot Al AML Implementation” (2021).
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on risk levels: unacceptable risk, high risk, and limited risk.”® AML systems, given their critical role in public
safety and law enforcement, are categorized as high-risk applications.
Key provisions of the Al Act relevant to AML include:
e Mandatory conformity assessments before deployment, ensuring that Al systems used for AML are
transparent, robust, and human-supervised.®
e  Strict documentation requirements for training datasets to prevent biased outcomes.
e C(Clear explainability obligations, allowing data subjects to request human intervention and an explanation
of automated decisions.®!
The EU approach is more prescriptive compared to India’s current framework, providing a coherent template for
safe and accountable Al adoption in AML processes. For example, the Al Act explicitly states that high-risk
systems must provide human-in-the-loop mechanisms to avoid automated decision-making without oversight.®?

Example: AI in AML Implementation under the EU Regime

A European bank operating under the Al Act successfully implemented an Al-powered transaction monitoring
system. The system adhered to the required transparency provisions by maintaining detailed logs of decision trees
and model weights, ensuring compliance with the explainability obligations.®> This resulted in a 25%
improvement in detecting suspicious patterns and a 40% reduction in false positives, alongside enhanced
auditability during regulatory inspections.®

5.3 United States: FinCEN AI Pilots
In the United States, the Financial Crimes Enforcement Network (FinCEN) has initiated several pilot projects
integrating Al into AML efforts, notably in partnership with private sector fintech companies.® These pilot
programs focus on developing machine learning algorithms for transaction monitoring and customer risk profiling.
Key features of FinCEN Al pilots include:
e Use of open-source machine learning models trained on historical SARs (Suspicious Activity Reports)
to predict future suspicious activities.
e  Real-time anomaly detection systems integrated into core banking infrastructure.*
e Collaboration between regulatory authorities and technology providers under a regulatory sandbox
environment to foster innovation while ensuring compliance.®’
An important case study is the FinCEN pilot conducted in 2021 with a major U.S. bank. The system achieved a
60% reduction in false positive rates and halved the time taken for case generation, enabling quicker enforcement
action.®® However, the pilots also revealed challenges such as algorithmic bias and the need for continuous human
oversight, leading FinCEN to issue further guidance on model validation and explainability.®

5.4 Lessons for India
The comparative analysis of FATF, EU, and U.S. frameworks yields several actionable lessons for India:

1. Risk-Based Regulation: India should adopt a risk-based regulatory framework for Al-driven AML,
allowing flexibility while ensuring minimum transparency and auditability standards.

2. Explainability Mandates: Like the EU Al Act, Indian law should mandate human-in-the-loop
mechanisms and model explainability to comply with constitutional due process guarantees under
Articles 14 and 21.7°

3. Regulatory Sandboxes: The FinCEN approach of pilot programs within regulatory sandboxes is
particularly useful for India, enabling iterative testing and learning without exposing the financial system
to full-scale risks.”!
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4. Periodic Model Audits: Independent, third-party audits of AI models should be institutionalized to
evaluate ongoing compliance and accuracy, addressing challenges of model drift over time.”

5. Cross-Border Cooperation: Given the transnational nature of Al-driven money laundering, India
should engage with FATF and global financial intelligence units to share best practices, typologies, and
threat assessments in a coordinated manner.”

India’s evolving regulatory landscape can thus benefit from harmonized policy interventions that are both globally
aligned and contextually tailored, balancing innovation with robust safeguards against financial crime.

VI.  Policy Recommendations for India
Given the dual role of Artificial Intelligence (Al) in both enabling and preventing money laundering, India faces
an urgent need to devise clear, balanced, and forward-looking policy measures. Current legal and regulatory
frameworks inadequately address the rapid technological advancements, leading to enforcement gaps and
constitutional concerns. This section provides comprehensive policy recommendations that aim to harmonize Al
adoption with regulatory prudence, based on international best practices and the Indian context.

6.1 Establish AI-Specific AML Guidelines
India lacks a unified regulatory framework specifically governing the use of Al in AML. Therefore, the
government should issue detailed guidelines explicitly defining:

e Permissible Al techniques in AML processes.

e Standards for data processing, storage, and security.

e  Mandatory documentation of Al model decision logic.
Such guidelines should be framed in consultation with stakeholders, including financial institutions, Al
developers, and legal experts. The guidelines could draw inspiration from the EU’s Al Act, which mandates
conformity assessments and human oversight for high-risk Al applications.”
A dedicated AI in AML Regulatory Framework (AIRF) should:

e Classify Al applications based on risk profiles.

e  Set technical benchmarks for model accuracy, explainability, and robustness.

e  Provide mechanisms for redressal where Al-based actions adversely impact individuals.
This will prevent ad hoc adoption and encourage the development of standardized, secure, and transparent Al
solutions.

6.2 Introduce Safe Harbor under the DPDP Act for AML
The Digital Personal Data Protection Act, 2023 (DPDP Act) restricts data processing to purpose-specific,
consent-based models. However, such a regime is ill-suited for AML, where bulk data processing is necessary to
detect suspicious patterns.
A clear statutory safe harbor provision under the DPDP Act should be introduced, allowing data fiduciaries to
process personal and financial data for AML purposes without explicit consent, subject to stringent safeguards.
This aligns with FATF’s risk-based approach, which recognizes that operational efficiency and data aggregation
are critical for detecting laundering patterns.”
The safe harbor provision should include:

e  Purpose limitation: Data processed only for AML investigations.

e Data minimization: Collecting only data necessary for detection models.

e Accountability measures: Audit trails, model validation, and human oversight.
This would resolve the current conflict between the DPDP Act and PMLA, enabling responsible Al adoption.

6.3 Cross-Regulatory AI Task Force
India’s fragmented regulatory environment impedes the uniform implementation of Al in AML. A dedicated
Cross-Regulatory Al Task Force (CRAIFT) should be constituted, comprising representatives from:

e Reserve Bank of India (RBI)

e  Securities and Exchange Board of India (SEBI)

e Insurance Regulatory and Development Authority of India (IRDAI)

¢ Financial Intelligence Unit — India (FIU-IND)
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e Enforcement Directorate (ED)

e  Ministry of Electronics and Information Technology (MeitY)
CRAIFT’s mandate should include:

e Developing cohesive technical and legal standards for Al-driven AML systems.

e  Establishing interoperable data-sharing protocols.

e Conducting periodic impact assessments of Al technologies on constitutional rights and regulatory

efficiency.

The task force should publish periodic typology reports highlighting emerging laundering methods and the role
of Al in detection, much like the FATF typologies but contextualized to the Indian environment.’®

6.4 Adoption of RegTech and FinTech AI Solutions
India should actively encourage the adoption of Regulatory Technology (RegTech) and Financial Technology
(FinTech) solutions for AML. These include:

e Al-based transaction monitoring systems capable of real-time anomaly detection.

e  Automated risk profiling engines that dynamically adjust thresholds based on customer behavior.

e (Case management systems with Al-driven recommendations for enforcement action.
Regulators should establish a RegTech Sandbox Framework, similar to the U.K. and U.S., to allow fintech
startups to develop and pilot Al-based AML solutions under regulatory supervision without full-scale compliance
risk.”’
Benefits of RegTech adoption include:

e Improved detection accuracy and reduced false positive rates.

e Faster processing of suspicious transaction reports (STRs).

e Scalability to handle exponentially increasing transaction volumes due to digital payments and

cryptocurrency flows.

Pilot initiatives should be expanded beyond existing projects, and successful models should be replicated across
sectors.

6.5 Capacity Building for FIU and Enforcement Agencies

While AT offers technical solutions, the effectiveness of AML frameworks depends critically on the capacity of
enforcement agencies and financial intelligence units to interpret, audit, and act on Al-driven outputs.

India should invest in:

o  SKkill Development Programs: Training FIU officers, ED investigators, and bank compliance officers
in Al basics, model validation techniques, and explainability frameworks.

e Dedicated AI Audit Teams: Independent audit teams specialized in verifying Al model compliance
with legal and technical standards. These teams should ensure that model drift, data bias, and adversarial
attacks do not compromise AML objectives.

Such capacity building would not only improve the enforcement of AML laws but also foster accountability and
legal defensibility of Al-driven actions.”

6.6 Periodic Legislative Review Mechanism
Given the rapid evolution of Al technologies, India should institutionalize a Periodic Legislative Review
Mechanism (PLRM) under the Ministry of Finance. This body would:

e Review emerging risks in Al applications for AML every two years.

e Recommend legislative or administrative amendments.

e Align India’s AML framework with evolving FATF guidelines and global best practices.
This dynamic legislative mechanism would ensure that India’s AML legal regime remains adaptive to
technological advancements without becoming outdated or excessively rigid.

VII.  Conclusion
Artificial Intelligence (AI) stands at the crossroads of opportunity and challenge in India’s fight against
money laundering. On one hand, Al provides unparalleled capabilities in detecting complex laundering schemes
by analyzing massive transactional datasets, revealing hidden networks, and automating suspicious activity
reporting. On the other hand, the opacity of Al decision-making processes, regulatory fragmentation,
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constitutional safeguards, and privacy concerns present significant hurdles that require careful and balanced policy
interventions.

7.1 Summary of Key Findings

This research paper has critically examined the role of Al in financial crime with a focus on India’s
unique legal and regulatory environment. The paper demonstrates that Al serves both as an enabler of
sophisticated laundering techniques—through synthetic identity fraud, cryptocurrency obfuscation, deepfake
KYC fraud, and smurfing—and as a powerful defender, enhancing detection and investigation capabilities.

India’s legal framework, centered around the Prevention of Money Laundering Act, 2002 (PMLA)
and enforced through the Financial Intelligence Unit — India (FIU-IND), the Reserve Bank of India (RBI),
SEBI, and IRDAIL provides a robust foundation for AML practices but lacks specificity regarding Al
technologies. The Digital Personal Data Protection Act, 2023 (DPDP Act) imposes additional challenges by
restricting bulk data processing without clear exceptions for AML.”

Judicial pronouncements, including Justice K.S. Puttaswamy (Retd.) v. Union of India, Nikesh Tarachand
Shah v. Union of India, and Vijay Madanlal Choudhary v. Union of India, have reinforced the need for
constitutional safeguards—namely, privacy, due process, and transparency—within the AML framework,
particularly when Al systems are involved.

International comparative perspectives from the FATF, the European Union’s Al Act, and U.S. FinCEN
Al pilot programs illustrate a more coherent and structured regulatory approach toward Al in AML. These
frameworks provide valuable templates in risk-based regulation, explainability mandates, regulatory sandboxes,
and periodic model audits, all of which are lacking in India.?!

7.2 The Way Forward: Balancing Innovation and Vulnerability
India’s challenge lies in balancing innovation with vulnerability. Al offers the potential to revolutionize AML
practices, but without robust legal safeguards and standardized frameworks, it risks exacerbating constitutional
violations and data breaches.
Key policy recommendations include:

1. Drafting explicit Al-specific AML guidelines.
Introducing a safe harbor under the DPDP Act to accommodate responsible bulk data processing.
Constituting a cross-regulatory Al Task Force for coordinated implementation and oversight.
Promoting RegTech and FinTech adoption through a regulatory sandbox.
Strengthening institutional capacity through training and independent Al audit teams.
Instituting a Periodic Legislative Review Mechanism to adapt to rapid technological evolution.

A

7.3 Conclusion

In conclusion, the Indian financial ecosystem—with its growing digital payments, cryptocurrency
adoption, and expanding shadow economy—cannot afford regulatory paralysis in the face of evolving Al-driven
money laundering techniques. A carefully crafted legal framework must strike a judicious balance: encouraging
the adoption of Al tools to enhance AML effectiveness while safeguarding individual rights and ensuring
constitutional compliance.

As India stands at this technological inflection point, decisive legislative action, coherent regulatory
standards, and institutional capacity building will be essential to prevent Al from becoming both a tool for
innovation and an instrument of vulnerability. India must commit to a proactive, harmonized, and rights-respecting
approach to successfully confront the challenges of money laundering in the digital era.
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